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1. Contracting Officer's Technical Represent “atives 
(COTR' s) and other DDSST personnel involved in eny phase of 
the acquisition (contracting), process are reminded that on 
essential inerceient to the ultimate success of a classifaiecc 
endeavor is che 2 Linc ly establishnent of REO EX. Security: acres 


tvoLs.. These cof r? the 


Sgn a ere ra ea AEs ee ee 

O15. 470 Gspecials iy Criziced. durine t 
: 
carly exploratory study phase, where the initial practice 


sets the precedent For the ceeres cf£ control to be meintadinos 
thror iwhout che deve lopment o£ the preject Such chaps as 


the identification or the customer, desired product or effort, 
methods of eae acquisition techniques, and prospect: v: 
applications must always “be handled in a manner designed to 


assure sccurity integ Ay, throughous t the procurement precess « 
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2. Examples of information which may yequire protection 
are raw technical data, engine ‘coring reports contract. speci fi- 
cations, engiuecring requirements, requests “for Prepossi ss 
propres> reports, and drawings. Security protect .on must 


also be £forded unique technical "Ort ci Heteyi ee bes 
which 3 SE ate 10 a system Of subsystem 1 that actually an potler- 
tially Thay COMP TGRASYS the project or pregram. Additioneyiy, 
any. information from which the ultimate sapplication of the 
finished product. can be determined must be appropriately 
classified at the proper tine und, most importantly, discussed 


only with formally appreved persons. 


. 5. To insure that project information is disclosed en! 

to authoric Oe peroans consistent with the efficienc anda secure 
performance of the proposed conrract, it is essentisl that 

proper security conrrols be establishe ed well _in advance of 

the contract being awarded Pe apa ticular “contractor. Nornrlis, 
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special projcet access controls should be established befor 
sclected contractors are tasked to conduct studics or initi: 
proposals. This is necessary since frequently the mere iment: 
of the equipment desired is in and of itself revealing in- terns 
of the intended operational use. This procedure must also 
provide the mechanism to ensure that participating contractors 

Who ere not awarded a contract are.appropriately debric£fed 
'. and that sensitive project matcriel is returned. 


4. While the forcpeing should be long-standing przectice, 
it is considered worth repeating specially when you consiccr 
the regrettable consequences of a valuable project being 
inadvertently compromised during the early conceptual st 
of its development. Disastrous results can occur when ( 

-is an absence of adequate security controls which ensure 
Ppliance With the spy; = ds val PEANe Ip Less; (25 ts 
importance and sensitivity of the proposed project = not fully 
recognized and understood by all concerned. 

"5. Therefore, your “planned procedures to establish 
adequate security controJs for initial contractor contac 
Shall be discussed with your office and/or contracting ¢ 
security officers well in advance of the initiation of ¢ 
tractor discussions or proposal solicitations. Picase sz 
that the appropriate personne] within your respective organi- 
zations are provided this specific guidance. ; 
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